


Cross-sector interdependencies
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Protection should be developed and implemented takin g into
account sector specificties measures already existing
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Need for protection
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Threats against societal security
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Consequences
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War

flary raids
Terrorism

Sabotage/ Espionage

Harmful intelligence activities

Organise

Damage and theft

Practical jokes
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ICT-threats

Regular threat-actors make use of Internet

Defacing of web-sites

Directed Trojans

Botnet to make huge DDOS-attacks

Every conflict in the future relating to National S ecurity anywhere in
the World will have elements of Cyber War attached to it

Its hard to associate attacks to identifiable actor S

The "window of opportunity” to react to attacks is e xtremely small
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Vulnerability in a ICT community

Network convergence - interconnection of systems
Internet — Adm.systems — Operating systems — Telecom

Technology convergence — same technology in mainframes, PCs,
mobile telephones, ...

Demands for mobilty and availability
Growing of more and more complex code

Threat actors with increasing knowledge and capasity
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Lack of consistency between words and deeds

1 We want to increase public consciousness and knowle dge about
security,

- but do nothing about it
2 We want preparedness measures adapted to our times
— and respond with the measures of yesteryear
3 We want quality emergency preparedness,
- but do not want to spend money on learning and evaluations
4 We want to be proactive,
- but focus on the last time there was a crisis
5 We want to base our security on knowledge,
- but do not spend money on research
6 We want to improve security from the bottom up,
- but rarely budget for it and do not appropriate funds
7 We all talk about the need for co-ordination,
- but nobody wants to be co-ordinated
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Security comes with a price-tag

Too little  more accidents, crises, disasters
Too much increased cost, loss of efficiency, irritation,

frustration, temptations to do short-cuts, etc.

It is a real challenge to find a cost-effective level of
security that is adapted to an ever-changing risk
Image
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Jyllands-Posten — Danmark (2006)
| kjglvannet av Muhammed karrikaturene (2005)
DDoS angrep som slo ut nettsidene i flere uker i januar 2006

Sverige (2006)
Pirate Bay raidet av svensk politi
Massive protester mot myndighetene og politiet spesielt
DDoS angrep som lammet politiet.se og regjeringen.se

Estland (2007)
Myndighetene fjernet et russisk krigsmonument

Massive DDoS angrep mot en rekke webservere og kritisk infrastruktur, ledsaget av
sakalt defacing

Georgia (2008)
Farste gang vi observerer alvorlige dataanslag samtidig som en vaepnet konflikt pagar

Massive DDoS angrep mot en rekke webservere og kritisk infrastruktur, ledsaget av
sakalt defacing



